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What You’ll Learn Today

• The latest FBI findings on the state of cyber crime 

• Today’s online threats and cyber scams

• The top 10 tips for safe online shopping 

• Must-have resources and tools for online shoppers 
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Welcome Stacy M. Arruda

Stacy M. Arruda was designated a 

Special Agent of the FBI in 1996, 

and was assigned to the New 

Orleans Division where she initially 

worked Asian Organized Crime 
matters and later Cyber Crime 

matters.  

In 2003, Special Agent Arruda was 

promoted to the position of 
Supervisory Special Agent at FBI 

Headquarters in  Washington, D.C. 

in the Computer Intrusion Section 

of the Cyber Division. Currently 

serves with the Tampa Division as 
Cyber Supervisory Special Agent.



McAfee-National Cyber Security Alliance Online Safety 
Study
We Are Not as Safe as We Think…

• 78% of consumers do not have core 
protection

— Core = updated anti-virus, 
enabled firewall and anti-spyware

• 48% have expired anti-virus, the most 
fundamental protection

— Even though 92% think their 
software is current

• Many consumers may believe that the 
security trial software they got when 
they bought the PC is still valid
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Cyber Crime Today: More Dangerous than Ever

• Your chances of becoming a cyber 
victim are about 1 in 4

• The FTC receives more complaints 
about identity theft than any other 
single category

• During 2006, consumers filed 207,492 
cyber crime complaints with the FBI

• Complainants said they lost $198.4 
million, the highest total ever



Fueled by Financially Driven Cybercriminals
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Ego

It is estimated that the ―I Love 

You‖ virus affected 45 million

Computers
Done for fun, revenge, or to make 

a political statement

Economics

As many as 15 million 
Americans are affected by 
identity theft—one person every 
2 seconds!
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Who Are The Bad Guys?

• Jie Dong: 
— Charged with defrauding Internet auction sites out of 

nearly $1 million.

— He stiffed more than 5,000 winning bidders and fled 
the country. 

• Jerrod Lochmiller:  
— Stole at least $40,000 from 18 victims who thought 

they bought PCs, TVs, musical instruments and 
other high-priced items at online auctions. 

— Lochmiller also is charged with selling fake 
identification materials on the Internet. 

• Jeffrey Brett Goodin: 
— Found guilty of operating a phishing scheme. Facing 

101 years in prison.
— He sent e-mails posing as AOL's billing department 

to trick people into giving up their credit card 
information.

• Gregory Kopiloff:
— Used file-sharing programs to invade the computers 

of hundreds of victims across the US.

— Got access to tax returns, credit reports, bank 
statements and student financial aid applications.  
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Why Are Cybercriminals Hard to Catch?

• Well organized 

• They hide their identities

• They route communications through several 

different countries 

• They reside in nations with weak cyber 

crime laws and/or victimize people in other 

countries, making prosecution difficult 

• They constantly change the ways they 

invade PCs

• Available tools:

• Easy availability of phishing kits, tools that can 

be used to create and manage multiple 

phishing sites
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Fighting Cyber Crime: The FBI Is On The Case

Organized defense:

— A Cyber Division at FBI Headquarters 

— Specially trained cyber squads at FBI 

headquarters and in 56 field offices

— Cyber Action Teams (CATs) of FBI agents, 

analysts, computer forensics and malicious 

code experts travel the world to respond to 

fast-moving cyber threats. 

— Over 90 Computer Crimes Task Forces

nationwide 

— Growing partnerships with other federal 

agencies, including the Department of 

Defense and the Department of Homeland 

Security
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Today’s Infectious Web

Brian Trombley, McAfee Product Manager
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Today’s Online Threats – the Infectious Web

• Your PC can be infected with spyware or potentially 

unwanted programs when:

— You download a program from an untrusted Web site

— You visit a dangerous Web site with an unprotected PC

— You visit a legitimate Web site that hackers have taken 

over

— You do not use a firewall on your PC, which allows hackers 

to break in

• Signs that you may have a potentially unwanted 

program on your PC:

— You see unexpected ads or pop-ups, even if you use a 

pop-up blocker

— Your PC slows down unexpectedly

— Your PC freezes and crashes frequently
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Today’s Online Threats – Botnets

Botnets are a network of computers that have 
been infected by Trojans or other threats.  This 
allows a hacker to control these ―zombie 
machines‖ remotely.

•Botnets are often used to send phishing emails, 
show pop-up ads, or attack legitimate Web sites 

•Millions of computers worldwide have been 
infected by botnets

The majority of victims are not even aware that 
their computer has been compromised 
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Today’s Online Threats – Spam and Scams

• Spam: the plague in your inbox
— 86 percent of all email messages are spam 

(unwanted, unsolicited email)

— 10 out of every 11 messages are spam

— Types of spam:

• Unsolicited offers

• Get-rich-quick schemes

• False stock and investment recommendations

• Phishing attacks

• Phishing for identity theft victims
— Online bank account login and password 

information

— Credit card numbers

— Other personal information
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‘Tis the Season – Holiday Scams and Threats

• Charity phishing – give to the cyber con of your choice
— Example: ―Save the Children‖ email and link to ―charity‖ Web site1

— Best case: your gift lines a cyber criminal’s pocket

— Worst case: credit card/identity theft; Web site infects your PC with 
spyware

Sample Scam Email:
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‘Tis the Season – Holiday Scams and Threats

• Holiday email greetings that keep on giving… malware
— Two common approaches: 

• Web sites that advertise free e-cards

• Holiday email cards that arrive from strangers

— Web site may attempt to infect your PC when you visit

— Malware often included with download
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10 Tips To Keep Safe Online

1. Install comprehensive security software: 

— Anti-virus protection – scans for malicious files that can damage your computer

— Anti-spyware – scans downloads and Web sites for software that can track your 

Internet activities, your typing, even what appears on your screen, without your 

knowledge

— Safe Search and Surf - proactively warns you about risky Web sites

— Firewall –prevents hackers from gaining access to your computer

— Anti-phishing – identifies fraudulent emails and Web site links that try to trick you 

into giving away private information 

— Anti-spam – blocks unwanted email from clogging your inbox

2. Stay up-to-date: 

— New threats emerge daily

— Buy security software that updates against them automatically

— Many PCs come with trial software that expires; make sure you have an active 

security subscription
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10 Tips To Keep Safe Online

3. Ensure that the site is secure: Look for 
these signs BEFORE providing personal 
information to a business Web site:

— A lock icon on the browser’s status bar 

— A URL for a website that begins with 
―https:‖ ( ―s‖ indicates ―secure‖)

• NOTE: These signs are not 100% foolproof, since 
even security icons can be forged.

— A trustmark, such as HACKER SAFE, 
on the home page 
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10 Tips To Keep Safe Online

4.  Install patches for Microsoft and 
third-party software

— Watch for a red shield in the lower left-hand part 

of the screen, which warns you if Windows needs 

to be updated to be secure 

• Click on the shield and Windows will tell you 

what needs to be fixed or updated 

• Consider turning on automatic Windows 

updates

• Please note that some PC manufacturers (Dell, 

Gateway, HP, Lenovo, etc.)  handles Windows 

updates through their own update service



5. Don’t go phishing: 
— Be wary of emails from seemingly legitimate sites

— Reminder: Legitimate businesses will never send an e-mail asking a customer to 
update personal information or to provide your password

6. Don’t use the link in an e-mail to visit a Web site:
— Never click on links from suspicious messages or cut and paste the link into your 

Web browser

— Phishers can make links seem legitimate when they’re not

— Open a new browser window and type in the company’s Web address manually

10 Tips To Keep Safe Online
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10 Tips To Keep Safe Online
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7. If it says it’s free, you’ll probably pay:
— Many ―free‖ downloads include hidden spyware or potentially unwanted programs 

that can monitor keystrokes, track Internet logins and transmit confidential 
information

— Up-to-date anti-virus and anti-spyware software can help you avoid potentially 
unwanted programs.

8. Use strong passwords:
— Create passwords that combine letters (upper and lower case), number and 

special characters, and are more than six characters in length.  
An example of a strong password would be: Go1dM!n3

— Suggestion: Pneumonic versions of book or song titles: TakeMe2theRiver



9. Use spam avoidance techniques:

— Purchase anti-spam software, which blocks 97% to 99% of spam

— Don’t publish your work or personal email address on any Web site or 
discussion forum

• If you have to include your email address, mask it by writing it out:

— ―john_smith at yahoo dot com‖

• You may also use a separate email address to sign up for newsletters 
and other services

— Don’t buy anything from spammers – it just motivates them to spam 
more

— Don’t unsubscribe from spam – it just confirms you have a valid email 
address

10 Tips To Keep Safe Online
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10. Avoid high-risk Web sites:
— Use advance warning protection to identify risky Web sites BEFORE you go to 

them

— Install and use anti-phishing protection to avoid scams and identity theft

— Download McAfee SiteAdvisor for FREE at http://www.mcafee.com/siteadvisor

10 Tips To Keep Safe Online
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11. Be careful using insecure wireless connections away from 

home…

— Be careful of what you do in a public hot spot – for example, do not log on to 

financial Web sites to conduct banking transactions

— Be cautious of "shoulder surfers" – people who might read your username and 

password from behind you

— Turn off file sharing

— If your work offers a virtual private network (VPN), connect to it before conducting 

any activity on the Internet

And one for the Road…
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Resources Every Online Shopper Should Have
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• National Cyber Security Alliance www.staysafeonline.org
— Reports, tips, programs for educators, library of information

• FBI Cyber Investigations 

http://www.fbi.gov/cyberinvest/cyberhome.htm
— News on federal initiatives to fight cyber crime

— Resources and tips to avoid online threats

• Internet Crime Complaint Center http://www.ic3.gov
— Partnership between the FBI and National White Collar Crime Center

— Sanctioned place to file cyber crime complaints with authorities

http://www.staysafeonline.org/
http://www.fbi.gov/cyberinvest/cyberhome.htm
http://www.ic3.gov/


Are You a Safe Online Shopper???
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Test Your Online Shopping IQ

• Take the McAfee Safe Shopping Quiz to see if you…
— Can spot common online scams

— Recognize whether a Web site is safe for online shopping

— Understand your credit and debit card liability limits

• The quiz is available at the McAfee Security Advice 

Center www.mcafee.com/advice
— Also available: tips, tools, quizzes, videos, articles and advice to keep 

you safe online

— Check out the McAfee Phishing Video ―Tips to Avoid Phishing‖ to learn 

more about phishing scams!

http://www.mcafee.com/advice
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